
NYS DOH – DEAA Process Flow (Assumption All Opt out letters received)
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Data Access Security Affidavit

Start

Determine IT 
systems that will 
allow access to 
DOH Medicaid 

Data

Perform IAL 
Assessments on 

each applicable IT 
system

Implement 
prescribed controls 

on applicable IT 
systems to 

mitigate risks

CISO completes 
DOH Security 

Affidavit

Submit affidavit 
and copies of all 

BAAs and 
applicable 

contracts to DOH 

Review affidavit 
and received 

contracts

Affidavit 
Approved?

Yes

Grant permission to 
PPS Lead to allow 

remote and 
downstream access to 
DOH Medicaid data.

Accesses DOH 
Medicaid Data on 

PPS Lead IT 
System(s)

Grant access to DOH Medicaid data on 
applicable IT systems, as follows: 

- Access for remote employees: YES
- Access for downstream provider(s): YES

NOTE: The PPS Lead s IT System must 
not permit remote employees or PPS 
member organizations and partners to 
download DOH Medicaid Data.  All 
access to the data must be within the 
PPS Lead s applicable IT Systems.

PPS Lead Organization allows PPS 
Member Organization or Partner to 
Access DOH Medicaid Data on the 
PPS Lead Organization s IT Systems

End

Opt-out process 
completed?

Yes

No
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Review contracts 
and update as 

necessary
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5d-y

5c
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5b

5e-y

6-y

5f-y

External process (not 
defined here)

No

Do NOT grant permission to PPS Lead to 
allow downstream access to DOH 

Medicaid data

NOTE: Until Opt-Out process has 
completed, no PPS Downstream member 
organization access to DOH Medicaid data 
will be allowed.

5d-n

Key:

Decision point

Process Step

1 Reference to the 
corresponding step in the 
DEAA Addendum 

Grant access to DOH Medicaid data on 
applicable IT systems, as follows: 

- Access for remote employees: YES
- Access for downstream provider(s): NO

NOTE: The PPS Lead s IT System must not 
permit download of DOH Medicaid Data.  
All access to the data must be within the 
PPS Lead s applicable IT Systems.
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6-n

For illustrative purposes only. 
Please refer to addendum for complete terms and conditions.
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